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Home town security strategy - http:/ /wvvw.dhs.gov/files/programs/hometown.shtm 

Homeland Security Information Network -http:/ hvww.dhs.gov/files/programs/gc 1156888108137.shtm 

National Terrorism Advisory System - http:/ I wW'.v.dhs.gov /files/programs/ntas.shtm 

National Response Framework - http : I /www.fema .gov/ emergency/nrf/aboutNRF.htm 

Protective Security Advisors - http://wvvw.dhs.gov/flles/programs/gc 1265310793722.shtm 

If You See Something, Say Something™ and Suspicious Activity Reporting -
http: I /W'.vw.dhs.gov I Bles/reportincidents/ see-something-say-something.shtrn 

National Incident Management System - http: I I www.fema.gov I emergency I nims/ 
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The Homeland Security Faith-based 
Information Sharing Piiot and HSIN-CS 
The Department of Homeland Security partners with the Faith~Based 
Community on Critical Infrastructure Protection and Resilience 

Pilot Overview 

In order to advance the critical infrastructure protection and resilience strategy employed by the 
Department or Homeland Security (DHS), the OHS Office of Infrastructure Protection (IP) is working 
to implement the Secretary's DHS Faith-based initir-itive by expanding its partnership with Faith­
Bascd communities through a Faith-Based Information Sharing Pilot program. This pilot has 
several goals: 

• Identifying critoria for building information sharing partnerships with Faith-Based Organizations 
(FBOs) within the confines of Homeland Security. 

• Gathering information-sharing requirements from actively-engaged FBOs. 
• Establishing the fundamentals including governance, policy, processes, technology for building 

robust faith-based information sharing environments between DI-IS and FBO partners. 

The lJHS Faith-based Information Sharing Pilot seeks to enable recognized failh-based owners and 
operators of critical infrastructure to coordinate with each other and with the government more 
effectively so that they can belier protect assets within their scope of responsibility. 

Enabling Information Sharing on HSIN-CS 

In support of the Faith-Based Information Sharing Pilot, IP collaborated with the OHS Faith-based 
community lo gather requirements to build an information-sharing po11a1 on the Homeland Security 
Information Network - Critical Sectors (HSJN-CS). Validated FBO users can coordinate on critical 
infrastructure protection and resilience issues and obtain approved OHS-sponsored products in a 
secure, virtual environment. Specificnlly, HSIN·CS allows llsers to: 

~ 
~ 

Shan~ sen sitivc informiltion ope nty ii m one trusted co mm unity members. 

Access information from Members, DHS and other Federal, State and Local Government 
organizations usi ne the Document Library. 

Engage in secure dlscus sions and documc nt sharing with a vetted sect or peer erou p using the 
Discussion Board. 

m Host virtual pre sen tat ions, live do cu me nt review and editing, and live chat with other experts in 
~ yoLJrfield using the WebinarTool. 

a Stay up-to-date on emerging threats and inr.ident information through Alerts and Notifications. 



Making OHS Content Available to FBO Users 

IP is currently in the process of determining the set of products that will be available to FBO users on HSIN-CS. Discussions 
are underway to ensure appropriate products are available to the Faith-Based community. Qualified information sharing 
partners will have access to a broad range of content up to SRU/FOUO, including: 

• Planning and Preparedness 
Risk Assessments. analysis products, guidance and security products, geospatial products and NIS/\C hurricane 
models, exercise and national event information . 

• Incident Reporting and Updates 
Real-time incident reports (SITREPS and SPOT Reports) and alerts. 

• Situational Awareness 
Daily and monthly open source reports on topics rt:inging from cyber security to emerging threats. 

• Education and Train ing 
IP training on topics ranging from critical infrastructure resilience to threat detection and reaction products. 

FBO Criteria and Gaining Access to HSIN-CS 

Qualification for part icipation in the OHS Faith-Based Information Sharing Pilot is determined on an organi:£ational and an 
individual level. OHS is working to increase participation from the Faith-Based community. For a representative from the 
FBO to be considered for mombership on the FRO portal within HSIN-CS, he/she must meet several criteria established by 
OHS and will be subject to validation procedures, including contact with his/her supervisor. The criteria are: 

• Nominee is a United Stales citi7-en. 
• Nominee works for or is a member of an actively engaged OHS-recognized FBO in a critical infrastructure protection 

and Resilience capacity. 
• Nominee has a need-to-know for HSIN-CS FBO information. 
• Nominee has a facility security role. 
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